IRVINE POLICE
DEPARTMENT

CHIEF OF POLICE 1 Civic Center Plaza, Irvine, CA S2606 ¢ 949-724-7000 e irvinepd.org

Happy New Year

Written by Shiree Lind, Community Outreach Program Specialist

As this past year flew by, I've been reflecting on what | wish | had done more of and what |
should add to my resolutions for the upcoming year. One thing that keeps coming to mind is
the importance of fraud prevention. Scams are becoming increasingly sophisticated, making
it harder to distinguish genuine emails, texts, and phone calls from fraudulent ones. Seniors
are especially vulnerable, often because they’re not on social media, where many warnings
circulate.

With that in mind, here are some simple but powerful tips to help protect yourself and your
loved ones:

« Set up transaction alerts with your banks and credit card companies so you’re notified
when any charges occur.

« Never share personal information with anyone who contacts you unexpectedly. If a
call, text, or email seems legitimate, hang up and independently look up the
organization’s official number before calling back.

« Only answer calls from people in your contacts.

« Be cautious even if the caller ID looks familiar. Numbers can be spoofed. If personal
questions start coming, say you’ll call back using the official number.

« Do not give remote access to your computer to anyone unless you initiated the
request and verified the support provider.

o Keep your account numbers private and share them only through secure channels
when necessary.

« Never share passwords, change them often, use strong, unique ones, and enable
two-factor authentication whenever possible.

o Consider placing a credit freeze with TransUnion, Experian, and Equifax. It's quick to
unfreeze if you need credit later.

o Add a pause before responding—especially when the request feels urgent.
Scammers often use pressure and urgency to force quick decisions. Taking even a
moment to stop, breathe, and reassess can break their manipulation and prevent costly
mistakes.

Staying safe doesn’t have to be complicated—ijust a few mindful habits can make a big
difference. Share these tips with the people you love. A little caution can go a long way in
protecting our finances, our identities, and our peace of mind. Happy New Year!
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